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A Short Diversion...

« September 2024 INEX meeting

 Leonard Hobbs's talk on the Valentia Cable
« With a family link.

- Mentioned that cable stations wound down in 1960s
« Contemporary with satellite...
* | have a small family link to this story.
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Dublin data

From Gerry Lawlor, EI9FV, in Dublin comes a long letter about data
comms in his part of the world. He says that the present situation is still
fairly quiet, but likely to be more lively in the near future. There is quite a
degree of rity capability around the country, but very little serious activity;
**there are too many people with Spectrums and GIFTU programs, and not
enough with decent terminal units''. However, a number of STS-type tus
have been built over the past year, and a spattering of AMT-2 or TONO
devices have appeared on the scene, so the situation may improve. The main
interest of rity people seems to be copying the IRTS rtty news bulletin on
Sundays at 1015gmt on 3,600kHz, or on Mondays at 2030gmt on
145-300MHz.

Moving on to Amtor, there has been some progress in the past year or so.
Previous to that there were only one or two stations operating
intermittently, but now there are probably a dozen or so. Most are using
Commodore 64s with MBA-TOR, but there are still a couple using the
Kantronics software on VICs or 64s. Gerry is using a PLX MKk-11 which he
has modified to AMT-1 status. Most activity is on hf, with very little on
144MHz.

Packet is only just beginning to appear on the air, with Jim Malo

~ station known (o be active at present. Howev

of new stations are equipped wil 54 and GOBSX tncs and ready to go.
Most interest is in 144MHz, mainly because of the limitations of the GOBSX
modem which does not work too well at hf.

Skip to 1987...

February’s RadCom Magazine



Some
Background....

o howdo1 [MJaking a process more difficult than ** =~~~
| ' ' - = BUSINESS INSIDER
to be, with the intent of dissuading ceri _ USENESSING

" nazon used a sneaky tactic to
o quit Prime and cancellations
Trevor Noah & zcordina to leaked data
—_— @Trevornoah

Cancel subscription
Q ' 6 Amazing how you can subscribe to any service p

one click but when you try to cancel, suddenly
which is always too busy and so you have to fi
slay your subscription in the flesh. ;<

Cancel your NRC subscription? What a pity to hear. We can be reached by telephone on 088-572 0
572, on working days from 8 a.m. to 5 p.m. and Saturdays from 9 a.m. to 1 p.m.
There may be another plan available that better suits your needs. We like to help you.

< r/asshole

8:04 PM - Jan 19, 2023 - 7.4M Views < Call customer service >

17.2K Retweets 1,181 Quotes 146.2K Likes 784 Bookmarks

Screenshots in this presentation (and our paper) are taken as part of our data collection in January and February 2023. They are used following Fair Use [ 1 ], Fair Dealing [2, 3] and similar doctrines and laws that exempt
research-related use from copyright restrictions.
Amazon screenshot taken from an article written by Hannah Towey and Eugene Kim for Business Insider.

Staying At The Roach Motel - INEX 2024 9




Changes in regulations

Negative reinforcement? FTC proposes amending Negative
Option Rule to include click-to-cancel and USA
e Clearly disclose all details about the subscription, including
(} FEDERAL TRADE COMMISSION price, renewal dates and how to cancel.
N PROTECTING RMERIGRS CONSUMERS e Obtain customers' expressed consent before charging them
for products or services.
* Provide an easy and simple method to cancel subscriptions.

—_—

Press release

New rules to protect consumers’ hard-

earned cash UK
~* CMA guidelines (Oct 2021) auto-renewal opt-outs and notifications

» Reforms announced to tackle dark patterns (April 2022).

» Digital Markets, Competition and Consumers Bill (Feb 2024) addresses
auto-renewal and cancelling information and highlights that consumers
should be able to cancel online at any time.

Screenshots are taken from FTC.gov & Gov.UK

Staying At The Roach Motel - INEX 2024 10



verbraucherzentrale Advice Education politics Shop Market observation give a complaint Q

C h a nge S i n regu Iat iO n S Cancel button not found? This is what the online

termination should look like

Germany:
e European | . Falr.Consumer C-ontract.s Act 2022. o
Commission * Online cancellation options, clear terminations buttons.

* No more than one further click after pressing this termination

I button.

The Netherlands:

e Dutch Authority for Consumers and Markets (ACM) guidelines.

* Businesses must provide clear information on how consumers can terminate a contract.

e Should also be possible to terminate it through the same online platform.

 Termination via the website should not involve excessive obstacles such as extensive questionnaires

* Guidelines also highlight that deceptive design disproportionately affects certain customer groups, such
as the elderly.

| Rules for cancelling contracts online
Authority for

Ensurlng a Safe and accountable Onll Consumers & Markets For consumers, it is often very easy to take out a fixed-term subscription, membership or any other contract

online. Conversely however, is it just as easy to cancel such contracts? If you make it harder for consumers to
cancel their contracts, consumers might be stuck with contracts they actually do not want (or not anymore).
This is not allowed.

Screenshots are taken from commission.europa.eu, acm.nl and verbraucherzentrale.de

Staying At The Roach Motel - INEX2024 11



Compile a list of each countries m
top ten news sites

-

J—Eq— Set up a virtual credit card with money to purchase subscriptions

Create a persona for each country with details such as address etc

v

Dutch German English USA (TX)
Consumer Consumer Consumer Consumer

Screen record and document subscription process to all news sites

Top Ten Top Ten US Top Ten Top Ten US Top Ten
German

Dutch News . . English
Sites Haw = News Sites S News Sites

Top Ten US Top Ten US
News Sites News Sites

Screen record and document cancellation process

i

Staying At The Roach Motel - INEX 2024

USA (CA)
Consumer

Top Ten US
News Sites




Here’s what we wanted to document

 Renewal Information
* Email Confirmation for subscription and cancellation

* Information on cancelling before and during
subscription

* Number of clicks it takes to subscribe and cancel
* Required sign-up data

e Cancellation method

* Exit survey (mandatory?)

e Special offers

* Two-step cancellation



Lets talk results

T~

Image taken from PowerPoint

\:\
& T
SNS8 24 :” .
A:C\j ~F ~\1‘\ A
B = :

T

* 67/80 successful subscriptions

* 34 distinct news sites

* 5 personas

* 4 countries

* 63/67 cancelled online

» 13/80 subscriptions unsuccessful

e 14/34 included auto-renewal tick box

e 3/34 sites included an auto-renew button
e 4 dark patterns found

* Total cost: $444.90 (€412.90)

Staying At The Roach Motel - INEX 2024
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® Num. of Clicks (Subscribe) = Num. of Clicks (Cancel) m Extra Clicks

6
5.7
>1 4.9 48
a1
3.6 3.6
33
3
2.4
2.1 Lo

15
1 I I

DE NL UK

USA CA USA TX

Comparing Clicks to Subscribe & Cancel Across The

Different Countries
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M Exit Survey = Mandatory Exit Survey
94.5%

I |
USA

Exit Surveys Encountered (Averaged) on Cancelling Subscriptions

72.5%

67.1%

EUROPE

Europe versus USA

Staying At The Roach Motel - INEX 2024



M Renewal Information ~ m Special Offers

100%

88.8%

I :
USA

Europe Versus USA Subscription & Cancellation Parameter

51.9%

EUROPE

Observations

Staying At The Roach Motel - INEX 2024



Dark Patterns Found

Are you sure you want to leave us?

If you cancel now, your subscription will expire on February 14, 2023 . Please note that after car.Icellation yol
the articles.

Price/Performance - For me, the price is not in relation to the performance

Editorial reasons - The content does not meet my expectations

Ease of use/technical reasons - | don't like the user-friendliness/usability or it doesn't wor

No subscription wanted - | was only interested in a specific item and didn't want to subsc
Personal reasons - moving, | don't have the time to use the subscription sufficiently, etc.

Other provider - | prefer to find out more about local news from Diisseldorf and the regio

Health reasons - | cannot read the subscription for health reasons (e.g. poor eyesight, dea

Return

Subscription #: 519375, RP+ Weekly Deal

AKTIV

Ihre The Pioneer Mitgliedschaft

Full Access

7 0) 0 Viers
7.02.2023 Visa

F <N

L) Abonnement-Verlangerung am/|

If you really want to cancel, please take a moment and tell us the reason for your cancellation below. This w Sie kénnen lhre Mitgliedschaft zum Ende der Laufzeit mit einer
develop our products. Because its constant improvement is important to us, so that we can always provide!
experience.

Kundigungsfrist von sieben Tagen beenden. Jetzt kindigen

Are you 100% sure? %

We are grateful for your Daily Wire membership and hope this won't be the
end. Thanks to your support, we are replacing the legacy media and creating
entertainment content that reflects the principles you want to see celebrated.
Please type CONFIRM in the box below to cancel your membership.

CONFIRM

Proceed with cancellation

cancel subscription

Staying At The Roach Motel - INEX 2024
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© Please correct the errors below and try again.

In which industry do you work?: Please select your company's industry

Which best describes your job responsibility?: Please select your
responsibility

What'’s your job position?: Please select your position

Almost finished

Phone number
We need this for securiw purposes. We'll never send anvthing without consent (Use numbers
only)

01632960743

our ThePioneer membership - I would

Tell us a bit more about you for personalised content recommendations and a o 1(
more relevant on-site experience. Find out how we use your information. S a mistake.

Your role

In which industry do you work?

Please selecr an industry A4

Please select your company’s industry 3 a nj ar’

Which best describes your job responsibility?

Please select a job responsibility v

d to end your WELTplus subscription - which is a mistake. And

Please select your responsibility

What's your job position?

Please select a job position v

Please select your position

Customise your experience

Staying At The Roach Motel - INEX 2024 19
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In Conclusion

* There are complex and ethical concerns surrounding online subscription and
cancellation processes.

* Cancelling online was possible for the majority of subscriptions but not
necessarily easy.

* European sites provide more cancellation info than the US.

* USssites feature more exit surveys and retention offers.

* Improvements in user experience could involve clearer subscription choices,
auto-renewal reminders, and simplified cancellation procedures.

* A balance between high-level principles and specific regulations is essential to
address the varied and intricate nature of cancellation flows.



Maynooth Radboud

University oo N> A ‘ ‘
National Umversntyy RTraining Fou?\g:tr:gg Sfl 2 \5 UI.‘I.lverSlty
of Ireland Maynooth Ireland For o Nl]megen
( Cancellation videos:
Ashiey Shei https://github.com/roach-motel/chi-24
Cybersecurity Researcher

Ashley also did study of:
- Secirity of partial PIN numbers:

“Guessing PINs, One Partial Pin at a Time”
- cookie banners on Irish Websites:

“Fianan, Cuacha: Irish Cookie Banners”
- ashley.sheil@mtu.ie

B If you want to get me: David.Malone@mu.ie
>~ ADVANCECRT
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Maynooth @ Radboud
University Centre for /,>‘-S/fl University
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